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n��
qp: ��
q��� e (p
����) 
q��� e•d mod p = 1���d

n	��
qc = E(m) = m•e mod p

n��
qd = D(c) = c•d mod p



�	5��

n �	 )*%&$�',&"$*
q	1��4.;����!�4.;
	!

q ����������������������������������������������������…��-

q��	���	46/	 =�8�96/>

n ��
q !�&(#�'� �!<'4�32�:

q� q = ⌊a/n⌋ !�'<�06/��7	

q�� �*$+%#,$� r = a mod n = a - ⌊a/n⌋n
q 33 mod 5 = 3
q 63 mod 11 = 63 – ⌊63/11⌋11 = 63 – 55 = 8



���

n�

qp = 7, ��� e = 3, 
�� d = 5
(3 • 5 mod 7 = 15 mod 7 = 1)

n	��

q	�� E(2) = 2 •3 mod 7 = 6
q�� D(6) = 6 •5 mod 7 = 2
qE(4) = 4 •3 mod 7 = 
qD(5) = 5 •5 mod 7 = 



���1 ����
n �� +6

[a]n +n [b]n = [a + b]n

1. 3 +6 4 = 1 in Z6

2. e = 0
0 +6 3 = 3 +6 0 = 3

3. 1+6(2+64)= (1+62)+64
4. -a = n – a

2 + 4 = 0
-2 = 4	2������

-4 = 
-5 = 

+6 0 1 2 3 4 5

0 0 1 2 3 4 5

1 1 2 3 4 5 0

2 2 3 4 5 0 1

3 3 4 5 0 1 2

4 4 5 0 1 2 3

5 5 0 1 2 3 4

(Z6�+6)

0

0
0

0

0



���2 
����
n (Z6, •6)

1. 4 •6 2 = 2 in Z6
2. e = 1

1 •6 3 = 3 •6 1 = 3
3. 1•6(2•64) = (1•62)•64
4. a-1 = 1/a ? 

(a	��	��)
5 •6 5 = 1
5-1 = 
2-1 = 
3-1 =

•6 0 1 2 3 4 5

0 0 0 0 0 0 0

1 0 1 2 3 4 5

2 0 2 4 0 2 4

3 0 3 0 3 0 3

4 0 4 2 0 4 2

5 0 5 4 3 2 1



�����

n (Z5*, •5)
Z5*= {1,2,3,4}
2-1 = 3
3-1 = 2
4-1 = 4

n (Z7*, •7)
4•72 ≡ 1 (mod 7)
4-1 = 
2-1 =

•5 1 2 3 4

1 1 2 3 4

2 2 4 1 3

3 3 1 4 2

4 4 3 2 1

(Z5*, •5)



�� a-1

n a +�� ,�� a-1

qa •n b ≡ 1 (mod n)��$b
qb �"�1: n�� �����#
» 3 •1 mod 7 = 3 no
» 3 •2 mod 7 = 6 no
» 3 •4 mod 7 = 1 yes!

qb �"�2: 
(*%)&'���
n	�

a x ≡ b (mod n)�����$�" ����
��!-gcd(a,n)|b.



�� pk = 3

��� sk = 4 (= 1/3)

������


1. pk����sk���
2. pk��sk�	�������(p������)

E(2) = 2 •3 mod 7 = 6

D(6) = 6 •4 mod 7 = 2



��

n ����	��

1. 8 + 7 • 4 ≡ (mod 13) 
2. 3 – 7     ≡ (mod 13) 
3. 6 * 7 * 8≡ (mod 13) 
4. 3-1 ≡ (mod 13) 
5. 4/3 ≡ (mod 13) 
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1. Diffie-Hellman ���

n W. Diffie and M.E. Hellman, New directions in 

cryptography, IEEE Transactions on Information 
Theory 22 (1976), 644-654.

http://research.sun.com/people/diffie/http://www-ee.stanford.edu/~hellman/
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n ACM A. M. Turing 

Award
q�	������
�$�!�

q Google������
100��!(1��)
» �$�!��1.2��

q���	���

��"#��$ "�

http://www.nytimes.com/2016/03/02/technology



Alan M. Turing
n ��

q,B1A4?*�

 5@EAD0>2D
*��F�	���
&5@EAD0839

q�������=
C65AE<E/)'F
:-7�#*.;0>
��+!"�+%�

q��*�($�G
41�(��



D-H������ ���	�
n ��

q��p, �
 Zp*, ��� g, 

n B

3. kB = ay mod p
= gxy mod p

n A
1. �� x ∈ Zp-1

2. a = gx mod p

3. kA = bx mod p
= gyx mod p
= kB

1. �� y ∈ Zp-1

2. b = gy mod p



2. ElGamal�

n ��

q��p, ��� Zp*, ��� g, 

n B�	���
1. ��� y ∈ Zp-1
2. ���

pkB = gy mod p

3.

m = Dy[u,e]

= e/uy

= m gxy /gxy

n A(����
1. �� x ∈ Zp-1

2. �
� Epk[m]:
u =gx

e = m • pkB
x

(=m gyx)

pkB

u,e



��� pk = gy


�� sk = y

�������	

1. pk����sk���
2. pk��sk��������(Yes!)

yx

x

x

g
mpk

m

mpke

)(
×

=

×=



��

n p = 11*���Zp**���g = 3 )&�
'6DH��	5��37

n A+����x = 35�,6a = gx mod p
5B-�37B0�
) b = 65A-�%$7
1. a5�/17
2. A!b 2��#3�	� k5�/17
3. a5��"$���C!�	�k5�/24
(��5�.17
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������� (IF)
n��

��n��� "���'n=pq��!���$
��!

p, q n = pq
��%��
&

��%��	&

λ(n) = LCM(p-1,q-1)
e� d�#�!



RSA��
n Rivest, Shamir and Adeleman

“A method for obtaining digital signatures and publickey cryptosystems”, 
Communications of the ACM, Vol. 21, No.2, pp.120-126, 1978

http://theory.lcs.
mit.edu/~rivest/rs
a-photo.jpeg

Adi, Ron 
and Len



RSA��
n 1976�11

q Diffie and Hellman, New Directions in Cryptography, IEEE Trans. 
on Information Theory, Vol. 22, No. 6, 1976.

n 1976�12
q MIT�
	Rivest 29�, Adelman, Shamir�(," !&��

n 1977�43�
q *$)
�����-#%+.�����

q MIT LCS TM No. 82, 1977. (44�.
n 1977�8

q Martin Gardner, A New Kind of Cipher That Would Take Millions of 
Years to Break, Scientific American, Vol. 237, No. 2, 1977. 

q 100'+��
n 1978�2

q CACM���� -�����.



RSA��

n Rivest, Shamir, 
Adeleman
A method for 

obtaining digital 
signatures and 
publickey 
cryptosystems, 
Communication
s of the ACM, 
Vol. 21, No.2, 
pp.120-126, 
1978



RSA�#*$)%'
n ���

q(+&'��� p, q
q n = pq (���-
q λ(n) = LCM(p-1, q-1)
q���: λ(n)������e
q�	�: e�λ(n)"���!����

d = e-1mod λ(n)
,�� ed = 1 mod λ(n)-

n ��/
� ,��/��-
�� C = E(M) = Me (mod n)

� M = D(C) = Cd (mod n)



���

n �
�

q p = 5, q = 7
λ(n) =LCM(5-1, 7-1)

= 
q e = 5
���

GCD(e, λ(n)) =
q d = e-1 mod λ(n)

=

n 	��

C = E[M]
= 4e mod 35
= 9

n ��

M = D[C]
= 9d mod 35
= 

(4·6)/2 = 12

5-1 = 5
(5·5 mod 12 = 1��)

95 mod 35 = 4



��� <a>
n subgroup

<a> = {ak : k ≧ 1}
a: ��� generator
<2> = {2, 4, 1}
<3> = {3, 2, 6, 4, 5, 1}

= Z7*
3
Z7*	���

<6> = {6, 1}

a a2 a3 a4 a5 a6

2 4 1
3 2 6 4 5 1
4 2 1
5 4 6 2 3 1
6 1

Z7
*	���



�� : at = e�	���
t
n �� ord(a)

at = e�	���
t
<2> = {2, 4, 1}
ord(2) = 3
ord(3) = 
ord(6) = 

n ��� primitive root
q ord(a) = |Zn*|�	�a
q 3, 5�Z7*
���

a a2 a3 a4 a5 a6

2 4 1
3 2 6 4 5 1
4 2 1
5 4 6 2 3 1
6 1



�� : at = e������t

a a2 a3 a4 a5 a6

2 4 1
3 2 6 4 5 1
4 2 1
5 4 6 2 3 1
6 1

a1=3

a2=2

a3=6a4=4

a5=5

a0=1



Fermat, Pierre de
n 1601-1665

q Last theorem
xn + yn = zn ���


n>2������	
��

�I have discovered a 
truly remarkable proof 
which this margin is 
too small to contain.”

1995 Andrew J. Wiles

q Little theorem

http://scienceworld.wolfram.
com/biography/Fermat.html



	��
�����

n �� (Fermat)
��p, for any a in Zp*,

ap-1 ≡ 1 (mod p)
n �

1. 810 mod 11 = 1
2. 811 mod 11  = 
3. 820 mod 11  = 
4. 8101 mod 11 = 



RSA���	���
��
n Z*11 n RSA

p = 11
λ(p) = p –1 = 10
e = 3
d = e-1 mod 10 

= 7 
M = 2
C = M3 = 8
M = C7 = (a3)7 = 2

M = a1=2 a2=4

a3=8=C

a4=5

a5=10

a6=9a7=7

a8=3

a9=6

a10=1



RSA���	���
��
n Z*11 n RSA

p = 11
φ(p) = p –1 = 10
e = 3
d = 7 
m = 4
c = E(4) =
m = 8
c = E(8) =

a1=2 a2=4

a3=8

a4=5

a5=10

a6=9a7=7

a8=3

a9=6

a10=1



���n��
n RSA	�

3ed ≡ 313 ≡ 3 (mod 35)

g g2 g3 g4 g5 g6 g7 g8 g9 g10 g11 g12 g13

p=5 3 4 2 1 3 4 2 1 3 4 2 1 3
q=7 3 2 6 4 5 1 3 2 6 4 5 1 3

n=35 3 9 27 11 33 29 17 16 13 4 12 1 3

λ(n)=LCM(p-1, q-1) = LCM(4,6)=12 

p�q�
���
������
���



RSA 2010���
n �2010����

q2010����NIST��
��( '"%
��������( '"%

2010���)��* 2030���
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