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1. PDO#EE

m PDO (PHP Data Obiject)
AQPHPS5.1MLIEBAINT= SQLDIZEESS

A.
0 AL, ATz B A
VIR SRAERZIRIET 5.

AMySQL, SQLite#&E DY —/\YITMIIKRTFFHE
9, ZFHEBOI—FTITOT IV TES.




PHPMS5SQLX D EFT
m PDOA T HMERL CEE)

| $Z8 = new PDO("KS A/ :
host=RAF; :
dbname=7T—32~X—X R); |

[=———

» K247\ = mysql, sqlite 7&&
» hostlZA—hHILDIGE LA AT RE
» "dbname=" Z&HB&AJEE
» SEMMAYYRGEZELCAT O
Q) MtsT—AR—XI[ZT7UERTH
$db = new PDO("sqlite:mts.sqglite");



SQLOVUFDEST

= query (¥T))

: (SEH> (SQLX); ]
>>‘f;: = DSOLXEEITTS. $ZE#IIPDOA T
.

Q) $db->query("INSERT INTO mts(name)
VALUES('&EIW")";
CDHEIEERYEILZEL(VOID)




RREROHE (1/3)

m fetch (£ mIZ17<)

.$1’ﬁ%‘f‘*% $Z $->query(SELECTX);
| $1T = $HRFR#E R ->fetch();

.

» SELECTXIIEHMDITENEZEL T —TILERT
» fetch()[ET—FIILHB1T O DBYH T .

» IRLJE = (BHD1THVEUNEF)
Mo S (RED)BL S

F| B a A INET HEEELSI
Q1) $rows = $db->query("SELECT * from
mts"); T—2 JLmtsh s 11T $rows(ZEH T




RRERDOHE (2/3)

Q1) B2SITHZERET
$cols = $rows->fetch()
print $cols[0] . $cols[1] . $cols[2] . $cols[3]. "¥n";
141105
2F1R06
al12) BE2SlzE "-"TEWLTHA.
print join($cols,"-") . "¥n";
1-1- A8 JI&- 8 )11&-0-0-5-5-1227-1227
Q513) EREIN TR EESDHH .
print $cols['name’ ."¥t". $cols['height’] . "¥n";
14 )05
2F1iR06
Qfld) ETHITEEN.
while($cols = $rows->fetch()){
print $cols['name’] . ",";

)
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RRERDOHE (3/3)

» fetchAll)IZEEDIThLRET—T IILERFEH T .
» IRUE = 5| ZZE A\ HEEES| I DEEFI

a 41) (A”ay

$rows = $db->query( 0] = Array

"SELECT * from mts"); (

$all = $rows->fetchAll(); R)E])] =>11

print_r($all); .

,— _ [name] =>& I &

EITZFEEHTET [1] =>& I &
[day] =>0
[2]=>0

[hour] => 5
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m mits-list.php
<html|>
<head> <meta charset='"UTF-8"> <title> L&) </title> </head>
<body> <H1> &Y =L MUY Rk </h1>
<?php
$db = new PDO("sqglite:Mts-u.sqglite");
$rows = $db->query('SELECT * FROM mts');

$i=0;
while($cols = $rows->fetch()){
print ++$i."" . $cols[1] .", ". $cols[2] . ", ". $cols[3].
"<br>¥n";
} ZU=UvW) Rk
7> 1 J}IEIELE 0,5
</body> </html> 3 FIL 0,7
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2. T—RARN—ZXDEH
m <A EEENE |
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Q4 (lastname),
4 (firstname),
TEL(phone)®
LR AN AL
phonebook.sqlite

CREATE TABLE users
(id integer primary key
autoincrement,
firsthname text,
lastname text,

phone text)
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ETOITZEERTR

phonebook-list.php

<html><head>

<title> phonebook</title> <meta
charset="UTF-8"></head>

<body> i
<hl> T/ E&ER </h1>

<table border=0 cellpadding=0
cellspacing=0>

<tr bgcolor=#f87820>

<td width=50><br>No</td>

<td width=80><br><b># </b></td>
<td width=80><br><b>% </b></td>
<td width=150><br><b>TEL</b></td>

<?php
$db = new
PDO("sqlite:phonebook.sqlite");

$result=$db->query("SELECT * FROM
users");

for($i = 0; $row=%result->fetch(); ++$i ){
echo "<tr valign=center>";

echo "<td >". $row['id]. "</td>";

echo "<td >". $row['lastname’].
"<td>",

echo "<td >". $row['firstname?].
"<ftd>";

echo "<td >". $row['phone'].
"<ftd></tr>";

}

7>

<tr> <td bgcolor=#fb7922
colspan=6>&nbsp</td> </tr>

</table>

</body></htm|>
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m query AV yR TINSERTX 1

|$db ->query( "INSERT INTO 7—7/L
. VALUES ({&)");

» $dblET—EAR—XZFEL (new
PDO)

» IRUEILZELY. TS5—DHEVLRRICIEZHE.
a451)

» $firstname=$_GET[firstname?;
» $db = new PDO("sqglite:phonebook.sqlite");

» $db->query("INSERT INTO users
VALUES(null, '$firstname’,null,null)™);




FORMM LD T—425THY

m phonebook-add.html m phonebook-add.php
<html> <head><title> <?php
phonebook</title> </head> <body> if(isset($_GET[firstname']))
<h2>IT2k)—3EfN</h2> $tirstname=$_GET['firstname';
<form action=phonebook-add.php if(isset($_GET[lastname'))
method=get> $lastname=$_GET[lastname';
<table > if(isset($_GET['phone’))
<tr><td>#:</td><td><input $phone=%_GET[phoneT;
type=text name=lastname>
</td></tr> $db = new
<tr><td>44:</td><td> <input PDO("sqglite:phonebook.sqglite");
type=text name=firstname> if(isset($firstname)) {
<ftd><ftr> | $db->query("INSERT INTO
<tr><td>TEL:</td><td> <input users VALUES(null,
type=text name= phone> </td></tr> '$firstname’,'$lastname’,'Sph
<tr><td> </td><td><input type= one")"; ’ ’
submit value= "E&0"></td></tr> )
</table>
</form>

B—@phpZ7AILIZEEDHTLES




FORMM LD T—25(FEY (2/2)

m phonebook-add.html

<html> <head><title>
phonebook</title> </head> <body>

<h2>T k) —EiN</h2>

<form action=phonebook-add.php
method=get>

<table >

<tr><td>4 :</td><td><input
type=text name=lastname>
</td></tr>

<tr><td>#4 :</td><td> <input
type=text name=firstname>
</td></tr>

<tr><td>TEL:</td><td> <input
type=text name= phone> </td></tr>

<tr><td> </td><td><input type=
submit value= "E0"></td></tr>

</table>
</form>

m phonebook-add.php

<?php
if(isset($_GET[firsthame']))
$tirstname=$_GET[firstname';
if(isset($_GET[lastname))
$lastname=$_ GET[lastname',
if(isset($_GET['phone']))
$phone=$_GET['phone’];

$db = new
PDO("sglite:phonebook.sqlite");

if(isset($firstname)) {

$db->query("INSERT INTO
users VALUES(null,

'$firstname’,'$lastname’,'$ph

one")");

}
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m query XYy TCDELETEXZE1T

|$db ->query( "DELETE FROM 7—7 /L
. WHERE &4

» L, d=2 GEDTZE—EITROBARK
» RUE [XZLLY.
mlt7p
» $id=$ GET['id";
» $db = new PDO("sglite:phonebook.sqlite™);

» $db->query("DELETE FROM users WHERE
id="$id" ");
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m phonebook.phpZSZIZLT, Ry E:
4 nokemon.php Z e K7 obeszs—Fhk

Qpokemon.sqlite

| CREATE TABLE monsters ( !
l'id integer primary key
1 autoincrement,
' name text,

ﬁ‘ integer,

ense integer,

I defense integer,
I speed integer,
|type text);
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B EE20ECAA—DZHFNZREANALT
A EESIMNEREE L.

1. <hl>EHhFa

</h1l>

2. <script> alert('Hello") </script>
3. <body bgcolor=black>
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m Cross Site Scripting ( )

G B (HB&YH—Y)

. name=
%)%;E /0_) Sfanl O “<Script> cookie G
xXAT —— </[script>" |
“<Script> cookie

ADZATR) </script>” C (fegg/at—/\)




SQLAvPT

BT —AN—
3 E X L/fdJ:

73,32

ANDIE
\SQLXD3E A(

QB EB2Q TN —DHIFR CEE
DELETE FROM monsters WHERE

id = $id
QAA=I3

OR 1=1]

)
)

DELETE FROM monsters WHERE
d=30OR1=1;
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» ANEBIZEENSF T ZHTMLOFFH X FRE S
ICEZHZD.
» < = &lt;, > = &gt;, &=&amp;, "=&quot; 7L & .
Q1)

<hl>EHhFa1—</h1>
&lt;h1&gt; EAF 11— &lt;/h1&gt;
(R=HIXRLC)
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8 U= RADU T I TIEELRICISQLAV oo 3%k

fH1E CTEZ40.
Q2T PEGiEEESEHL\VGS
s EHE

Q $intid = round($id); XFIFEZHDAIZ(LIVIET)
n IFRRFIH
Q preg_match("/[0-9]+/", $A N ZEK
ANDEFOANEINEHTET
m Prepared Statement
Q $ps = $db->prepare(“select * from tb where id=:A");
Q $ps->bindParam(":A", $a);

Q $ps->execute(); )
ADGIEIZSaD BH D AH KA.
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m 1. SQL DB#E4ER D
THILEF—IZ.

webserver

htdoc ‘ |

phonebook.php

SQL ‘%|

phonebook.mysql
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m2.SQL DBZET®
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htdoc |5
phonebook.php  SQL %

phonebook.mysqg
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m .htaccess (FykZEE)

| Order deny,allow
|
i Deny from all

Qorder I, EBEIEFZIETE

QZDI7AHILEF TIEETODII I DTIEAR
25 (sqlitea~>FILAl)
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m JES 2 CERKLf=pokemon.php &, RMD2H
*ZELTI=& 2% pokemon-secure.php I
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AREAE

(1) T RJ)—EMTAHI <hl> EAFa1— </hl>]
ZEHDOTZEEML, HLO RKEFESTRRSINGNI L.
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