

	��

��������������7
����



�	 ����

n����������

A B

�

����

��
�
��



�������

n What you know
q����, �����

n What you have
q����(Token), Key, Smart Card

n What you are
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n � �� ��

q����!������
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qWireShark (��������!���"

ID ���!�

��! Rabiosa

� open123

password



��2: Keyloger
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��3: 6G3@D0F4;.CF2
n >B/?G9
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qGriffith and Jakobsson 
» Public record to infer individual’s mothers’ maiden 

names

n ��
q��2�)��$"'H����&H�	�)
=5EG:-���#%!,(��I�

n 3AD7G<81F2
q� �*��
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password
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1. ����
2. ���������
3. ��������

4. ������
�, �	��
5. Open ID
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n PIN
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n��������� (One-Time 
Password)
1. Token Based 
2. Hash Chain Based

n Challenge-Response ����
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n RSA Secure ID

t1 t1

x1 = H(t1 || ID) x1 = H(t1 || ID)
ID, x1



2. �������� �	��
BA

k
�

A: x4
	� x4

x1 = h(k)
x2 = h(x1)
x3 = h(x2)
x4 = h(x3)

h; ����������

one-time password



2. �������� ����
BA

k
x1 = h(k)
x2 = h(x1)
x3 = h(x2)

x4 = h(x3)

��

A: x4
�
 x4

A, x3 x�

=? x4� = h(x3)
�
��	

A, x2 x2
=? x3� = h(x2)

A, x1 x1
=? x2� = h(x1)
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x1 = H(�1, "�#$ )
x2 = H(�2, "�#$ )
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A B

RR��E

E[R]
E[R]��

D

KAB

KAB
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offline

online
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n LC4 @stake
q LOptCrack
q Windows NT/2000/XP



q /Winnt/System32/Config/
SAM)#�'( *

q �	�� )23��*
q "�$&� )�����
���*

q �����

q Sniffer (!��'(���
�(�����
*

http://www.atstake.com/products/lc/
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A B

A��
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�R��E

E[R]
������E[R]��
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A B

R1���������R1�E

E[R1]
������E[R1]�

R1’
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R2���������R2�E

E[R2]
������E[R2]�
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(1) “nonce” �!��������

n number used once
q����
�������	���� �
������ n1
A B

n1

E(n1)

E(n1+1, n2)

E D n1

n2ED

E(n2+1)
E D

n2



(2) “time stamp” �����
n time stamp (���) t1

A B

t1
E(t1)E D t1- t2 < Δt
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t2
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n shared secret
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E D
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A (���� �) B (������)

RE

���!�
KDC S

KA

EA[R]
D

KA

R

KA, KB

E

KB

EB[R]
D

KB

R
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1. ���
2. ����
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A B

skE

S

KA

EA[sk]

E

KB

D

KA

sk

TB

D

KB

A, sk	�
�

TB=EB[A, sk]



Needham - Schroeder
n �����

A→S: N1 ���

S→A: EA(N1, B, sk, TB=EB(sk, A))
A→B: TB=EB(sk, A) ����(ticket), Esk(N2)
B→A: Esk(N2-1, N3)
A→B: Esk(N3-1)

q���� TB=EB(sk, A) (B������
 

q�����	 sk (��������� 



Windows Domain��
n MIT Kerberos ���	
�
n Active Directory

qWindows 2000��
qKey Distribution 

Center (KDC)
q��	������
��

http://www.perseus.tufts.edu/Herakles/cerberus.html



5. Open ID��	

Client A RP (Replying Party)
OpenID�
 �"

OP (OpenID Provider)
OpenID�� �"

A����A����

OP�A��
A������%

A��������
�� $#!����



Open ID
Client A RP (Replying Party)

OpenID����� OP (OpenID Provider)
OpenID�����

login: OPA A, M

http://OP&RP&A

RP����
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http 302 “moved temporarily”

password
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n DI;��-/LA<GI?,+.J K-46
2.LJ K,+.>@8<-462.L��
,+.J K%#6M

n ��,A<GI?.���/J K��-�$M

n � ��-�'(��&5.��J K%��
�)#6M

n J K/L�!�39CE8H��-�'(
"�)#6M

n 
��,�	)2<:IEBF=7.#6���
/J K)#6M


