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����� (Caesar Cipher)
n In Rome.

qSimple substitution cipher

n ROT13

a b c d e f g h I k l m n o p q r s t v x

D E F G H I K L M N O P Q R S T V X A B C

a b c d e f g h I j k l m

N O P Q R S T U V W X Y Z

n o p q r s t u v w x y z

A B C D E F G H I J K L M



������ (Vigenere Cipher)
n 16 century, Blasie de Vigenere

thi sis adu mmy mes sag e
+ ABC ABC ABC ABC ABC ABC A
= TIK SJU AEW MNA MFU SBI E



������ (Vernam Cipher)
n 1926, Gilbert Vernam (AT&T)

q “One-time Pad”
q�� M,  � K
q��� C = EK(X) = X Å K  (bitwise XOR)
q�� M = D(C) = C⊕K

q��
» M = 1010, K = 1100, C =
» M = C⊕K = 0110⊕1100 = 1010 = M⊕K⊕K = M

q	
� M������K���



�����
EXOR
n���	�� Exclusive OR (EXOR)

M K ��
MÅ K 

��
M Å K Å K 

A B AÅB A
0 0
0 1
1 0
1 1



�
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n Theorem 1.5 (������
q The Vernam cipher provides perfect secrecy for 

any distribution of the plaintext
n Proof

q For any x and y,

q By Pr[Y = y] = 2-n, we deduce Pr[X = x | Y = y] = 
Pr[X =x] for any x and y (Perfect secrecy)



��

n 8�������������
q K = 6E(16)
�M = 99 (16) ���	��

q C = D8(16) ��	��



������

DES, AES
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n �� Permutation n �� Substitution

I

B

M

M

I

B

I

B

M

N

E

C

ƒ(x)
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n S-Box�P-Box����	�

I
N
T
E
R
N
E
T

S
E
C
U
R
I
T
Y

P P

S

S

S

S

K
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n DES (Data Encryption 
Standard)
q 1977 ������

(National Bureau of 
Standards (�NIST)���
��, FIPS PUB 46

q 56-bit key, 64-bit block
q 1960 IBM Lucifer���

NSA�	�
q ��(��

q 1994 NIST�5�����
�)→AES

q !%#&DES)
C =E1(D2(E1(P)))

n IDEA
q 1991, X. Lai and J. 

Massey(ETH)
q 128-bit key, 64-bit 

block cipher
q PGP

n SAFER K-64
q SP-NET
q 64-bit blocks cipher 

with 64-bit keys



AES (Advanced Encryption Standard)

n AES
q 1999 NIST������ (FIPS PUB 46-3)
q ��������"������������

q �� 21→15→5

n Rijndael 
q 	
Joan Daemen and Vincent Rijmen ����!

q 128, 192, 256-bit block and key length

http://www.wits88.com/mgmt.htm
http://en.wikipedia.org/wiki/Vincent_Rijmen



S-DES�Simplified DES)

DES S-DES AES

1977 NBS
1996 E. Schaefer

W. Stallings, 
“Cryptography and 
Network Security”, 

Prentice Hall, pp.56-63

2000 NIST

�� 56 bit 10 bit 128 bit (192, 
256)


���
�

64 bit 8 bit 128 bit

���	� 16 2 10 (12, 14)

S-Box 6bit→4bit 
8�

4bit→2bit 
2�

16 x 16 
(8→8bit)1�



S-DES 1. Permutation ��
n plaintext M
n IP����

q Initial permutation

M=1 1 1 1 0 0 1 1

IP(M)=1 0 1 1 1 1 0 1

2 6 3 1 4 8 5 7

4 1 3 5 7 2 8 6

IP-1

IP



S-DES 2. Round
n Round 1

q L1=IP(M)
�4bit
q R1=��4bit
q FK: K	����

n Round 2
q L2=R1
q R2=L1⊕F(R1,K1)

n Round 3
q R3 = R2
q L3= L2⊕F(R2,K2)
q ��� C=IP-1(L3, R3)

IP
M

L1 R1

L2 R2

F
K1

L3 R3

IP-1

C

K2

K

F



S-DES 3. Key generation
n P10

K=10100 00010
P10(K)= 10000 01100 

n LS-1(5 bit���1bit)
LS-1=00001 11000

n P8 (10→8)

K1=1010 0100

3 5 2 7 4 10 1 9 8 6

6 3 7 4 8 5 10 9



S-DES 4. Function F
n F(R,K)

q E/P: 

q N=E/P(R ) ⊕ K
= (N1,N2)

q ��

R=0100
E/P=0010 1000

⊕ K = 0100 0001
N=(N1,N2) =0110 1001 

q Y1=S1(N1)
q Y2=S2(N2)
q P4:

q F(R,K)=P4(Y1,Y2)

4 1 2 3 2 3 4 1

2 4 3 1



S-BOX
n S1

q N1=0110��
q� 14= 00, �23 = 11
q Y1=11

n S2

14
23

00 01 10 11

00 01 00 11 10
01 11 10 01 00
10 00 10 01 11
11 11 01 11 10

14
23

00 01 10 11

00 00 01 10 11
01 10 00 01 11
10 11 00 01 00
11 10 01 00 11



S-DES ���
IP
M

L1 R1

L2 R2

F
K1

L3 R3

IP-1

C

K2

K

F

IP-1

L1 R1

L2 R2

F

L3 R3

IP

F



S-DES ��

n ��

(L3,R3)=IP(C )
R2=L3
L2=L3⊕F(R3,K2)
R1=L2
L1=R2⊕F(L2,K1)
M=IP-1(L1,R1)

K1

K2

K
IP

L1 R1

L2 R2

F

L3 R3

IP-1

F



��

n �����P�������
q 1. x = 3D��� P(x)
q 2. x = C5��� P(x)
q 3. P�	
� P-1

q 4. P-1(3E)

7 1 6 8 4 5 3 2
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ECB, CBC, CFB
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n ECB(Electronic Code Book)
q�������	�����

n CBC(Cipher Block Chaining)
q S/MIME, SSL/TLS, IPsec

n CFB(Cipher FeedBack)
q����������
,�OFB, CTR����

n OFB(Output FeedBack)
n CTR (CounTeR mode)



1. ECB


�	�

����

���

	���

�


�	�

����

���

	���

� ����

����

C1

C2

C3

E

E

E

�� M

���

���� (padding)



Padding
n PKCS 5

q��	��� n
q����� b (byte)
q������
 e = b – (n mod b)�e�

n�(DES)
n = 50 byte
e =

c c 6 6 6 6 6 6cc ….

8 – (50 mod 8) = 6



ECB with ��

m1

m2

m3

c1

c2

c3

E

E

���R1

R2

R3

m1=m3 �	 c1 ≠ c3

R1

R2

R3

��

E

�����



2. CBC

m1

m2

m3

c1

c2

c3

E

E

E

���IV (���	��
)

c1 = E[m1 ⊕ IV]

c2 = E[m2 ⊕c1]

c3 = E[c3 ⊕c2]



CBC���

m1

m2

c1

c2

E

E

IV 

���

c1 = E[m1 ⊕
IV]

c2 = E[m2 ⊕
c1]

D m1

IV 

D m1

��

m1 = D[c1] ⊕ IV
m2 = D[c2] ⊕ c1



3. OFB

EIV

K

���

r1

r2

r3

m1m2m3 c1

r1

r2

r3

c2c3 m1

c1 = m1 ⊕
E(IV)

r4

r5

r6

c4 = m4 ⊕ E(r1;r2;r3)

EIV

K r1

r2

r3

r1

r2

r3

r4

r5

r6

��

m1 = c1 ⊕
E(IV)n ��: ������	�E��




4. CFB

EIV

K

���

r1

r2

r3

m1m2m3 c1

r1

r2

r3

c2c3 m1

c1 = m1 ⊕
E(IV)

r4

r5

r6

c4 = m4 ⊕
E(c1;c2;c3)

EIV

K r1

r2

r3

r1

r2

r3

r4

r5

r6

��

m1 = c1 ⊕
E(IV)n 	�: ����E����


c1

c2

c3

c1

c2

c3



5. CTR

E1

K

	��

r1

r2

r3

m1m2m3 c1

r1

r2

r3

c2c3 m1

c1 = m1 ⊕
E(r1)

r4

r5

r6

c4 = m4 ⊕
E(r4)

E1

K r1

r2

r3

r1

r2

r3

r4

r5

r6

��

m1 = c1 ⊕
E(r1)n ��r1,r2���
��

2 23 3




�

n 1) ����� "!3(%&������E#���-
IV=1, CBC*,'������ -(C1,C2,C3,C4) = (0, 6, 
5, 6)����.��M1,M2,M3,M4#	��.

n 2) �� M1,M2,M3,M4 = (1,1,2,3) #E#CFB*,'�
��������.
���-IV=3-)+%$�3(%&��!.

M 0 1 2 3 4 5 6 7

E(M) 5 6 3 4 1 0 2 7
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Than

k
you

Than
k

you
�% 
$�

mothe
r

��&

""
#!

father?

��	��

���	��
��	����	
����

���	��
����	�
����	����

����	��
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���
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n ��#(�*Brute Force)
q���%�!"$�� ��" 256

n ���
q 1989 E. Biham and A. Shamir
q����� ��" 247

n �	�
q 1993 Matsui
q�	���$')�& �

q����� ��" 247



DES Challenge
n ���	
���

q DES 56bit
q $10,000 (120��)
1. 1997 96��

distributed.net
2. 1998 56��

EFF(Electronic Frontier Foundation)
3. 1999 22��

distributed.net & EFF



“Deep Cracker”
n �������


q EFF
q 27������
q 64�������
q������90,000,000,000 key/sec
q	��

$250,000

http://www.eff.org/descracker.html



94:

n ��� 68�(%��4F G%��,
)<I
����,�".=2*<78
F G��3)<I

n BD@?��7!�8H�	Substitution4�
�(           )3)<I���3)<�!,)<I

n ��,BD@?'7��35*73�+��
>F G4*+I��>&7�6$�/2*
-#�CEA>F G4*+I

n �1;3%>�0��>F G��
4*+I


