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—H g5 (Caesar Cipher)

m In Rome.
QSimple substitution cipher

albjc|d|e|fig|h|l|k|Im[njo|p|qg|r|s|t|V




E < JLEES (Vigenere Cipher)

m 16 century, Blasie de Vigenere
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IN—F LBES (Vernam Cipher)

m 1926, Gilbert Vernam (AT&T)
Qa “One-time Pad”
Q¥EX M, #K
QREE3 C = Ex(X) = X ® K (bitwise XOR)
a0fEE M=D(C)=COK

a 1)
» M=1010, K= 1100, C =
» M =C®K =011001100 = 1010 = MOKBK = M

ARm: MXERILRSOKMNILE



IN—F LEESEEXOR

n HEfthAYEHERFD Exclusive OR (EXOR)
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m Theorem 1.5 (ST &

= 1%)

Q The Vernam cipher provides perfect secrecy for

any distribution of the

m Proof
A Forany x and vy,

PrlX =x, Y = v] = Pr|
= Pr
= Pr|

Q By Pr[Y =y] =27, we

plaintext

X=x,K=x&y]
XN =x]xPr[K =x & V]

X =x] x 27",
deduce PriX=x|Y =y] =

Pr[X =x] for any x and y (Perfect secrecy)
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m DES (Data Encryption m |IDEA

Standard) .
0 1977 KEBLEER - |1\A989S1S’e>;-(é16}|'f)md J.

(National Bureau of
Standards (ZRNIST)IZ&Y Q 128-bit key, 64-bit

Z#1k, FIPS PUB 46 block Cipher
Q 56-bit key, 64-bit block O PGP
0 1960 IBM LuciferztlZ
NSAHEH B m SAFER K-64
a |17, EA Q SP-NET
0 1994 NISTH S5 HARE A3k : :
£ Aot ks e
0 kJFILDES. WIth HE-DILECY

C =E(D2(E+(P)))



AES (Advanced Encryption Standard)

m AES
0 1999 NISTIZ & B1Z# 1L (FIPS PUB 46-3)
Q 7ILOVALAE, REMEIRMIELLHEFH
0 %% 21—-15—5

= Rijndael

0 {#EHJoan Daemen and Vincent Rijmen (R JL¥—)
Q 128, 192, 256-bit block and key length

http://www.wits88.com/mgmt.htm
http://en.wikipedia.org/wiki/Vincent_Rijmen



S-DES (Simplified DES)

DES S-DES AES
1996 E. Schaefer
W. Stallings,
1977 NBS “Cryptography and 2000 NIST
Network Security”,
Prentice Hall, pp.56-63
. . 128 bit (192,
R 56 bit 10 bit 256)
AVETZ | 64 bit 8 bit 128 bit
pis
SR 16 2 10 (12, 14)
S-Box 6bit—4bit 4bit—2bit 16 X 16
81 2 (8—8bit)11E




S-DES 1. Permutation E5i&

0-bit key

m plaintext M
n |[PHEASRE

Q Initial permutation

IP 14|1|3|5|7|2|8|6

M=11110011

/SIS

IP(M)=1011110 1

IP-11216|3|1|4|8|5|7

ENCRYPTION DECRYPTION

8-bit plaintext




S-DES 2. Round

m Round 1
Q L1=IP(M)® Z4bit
0 R1=[E%H4bit
QO Fy: KIZK 5%
m Round 2
Qa L2=R1
Q R2=L1HF(R1,K1)
@ Round 3
d R3=R2
Q L3= L2HF(R2,K2)
0 BEEX C=IP-1(L3, R3)

K2

M
P
|
L1 R1
§1P>F<.
L2 R2
v
&— F
L3 R3
| |
1
IP-




S-DES 3. Key generation

m P10

3

5

2

I

10

s LS-1(5 bit#& =% 1bit)

s P8 (10—8)

6

3

14

4

8

5

10

10-bit key

i...

P10

010
100

000

100



S-DES 4. Function F

s F(R,K)
QEP141112(3(2|3(4 |1

a N=E/P(R) & K
= (N1,N2)

Q 151)

R=0100
E/P=0010 1000
@ K = 0100 0001
N=(N1,N2) =0110 1001
a Y1=S1(N1)
a Y2=S2(N2)

Q F(R,K)=P4(Y1,Y2)




S-BOX

m S1
QN1=0110D&F
Q%] 14=00, 1723 =11
QY1=11
2314 00011011
00 (01001110
01 (11100100
10 (00(10(01 |11
11 (110111110
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S-DES 8%

n BS
(L3,R3)=IP(C )
R2=L3
L2=L3@F(R3,K2)
R1=L2
L1=R2®F(L2,K1)
M=IP-1(L1,R1)
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m ECB(Electronic Code Book)
QJ Ay BEAGITHITICEE S
m CBC(Cipher Block Chaining)
a S/MIME, SSL/TLS, IPsec
m CFB(Cipher FeedBack)
Q A+)—LEESELTHA, (OFB, CTRY[E k)
m OFB(Output FeedBack)
B CTR (CounTeR mode)



1. ECB

ZZj{ M

_d—
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Padding

m PKCS 5

QAvytE—I K n

Q70vysE& b (byte)

Q/NT42 T—% e=b - (nmod b)Zef#
= 5|(DES)

n = 50 byte

e=8—-(50mod8)=06




ECB with &L%&

R1 EEX  ELE

ERERIESES

B |-

n | o =
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m1=m3 -G:E) C1 # C3



2. CBC

V (FEERTRIL)  BEE X

m, * B
m, —o— | o, |c,=Elm, ]

Cs3 C; = E[c; Dcy]

¢, | ¢ =E[m @ V]




IV IV
M- C1 :E :Gl’ "My
m B . .
551k 5
c, = E[m, D mq = Dl[c] D IV
V] m, = D[c,] & c4

c, = E[m, ®©
Cq]



3. OFB

¥z =3 =2
K My |
v
I's |
i &
M3 || My || My T ] C3 || C2 || Cq " 1M
C1 - m1 @ m1 = C1 @

Cs EMN) D E(riirars) o srz e -l sy



4. CFB

E(cy;Cy;C3)

:m1

R=
551t
K g |
= - Ipy
r6 I C1
N L
>0
! C3 C1
C
m, || m; ~D 3 o
) E95
EM)G n EE e S
C4 E(iV,) D




5. CTR

551t

M3 || My || Mjy
C1 = m1 @
c, E(m) D

Co

C1

= ﬁL%ﬁIn,rﬂ)%ﬁﬁﬁﬁIﬁE

>0

m,=c, D
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5, 6)IZ5o7=. XM, My M3 M,ZERD &
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AT F AT

m {84 71=UZE (Brute Force)

Q BZEFE D RE=(ZEA RS 25
n EHE

d 1989 E. Biham and A. Shamir

QERFEXCHE B 247
m HRICHEE

a 1993 Matsui

QBRIEMKICKEIZPIE

Q BRI XX B2 B s 247




DES Challenge

. BEHEYaTXE
DES 56bit
$10,000 (1205 M)

1997 96 H 4
distributed.net

2. 1998 565 ]
EFF(Electronic Frontier Foundation)

3. 1999 220%fH]
distributed.net & EFF

-~ O O



"Deep Cracker”

m EAN—FDOT
QEFF
Q27TMERR—F
Q64EHREFLF YT
0 IEFRAE—F90,000,000,000 key/sec

0 BIEEK
$250,000

http://www.eff.org/descracker.html
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