
	
�
����� SSL/TLS

���������
�����10
�� ��



CONTENTS
n �
�	���

n �
�
	��

n ����



Web����

Web ブラウザ

HTML
Hyper Text

Markup Language

DNS Server

HTTP
Hyper Text 

Transfer Protocol

Web サーバ

3) HTTP 
Request

5) HTTP 
Response

1) URL

2) DNS
名前解決

4) HTML
ファイル抽出



HTTP��
n �	

q �,#�(��+!

q TCP�"��'+
q 1%��)
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�
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�

1. URL���
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1. URL (Uniform Resource Locator)

n http://www.asahi.com:80/politics/index.html

1. �"�� 
http, ftp, mailto, gopher, telnet

2. FQDN 
������	$IP��!����$���
����

3. �#�
�
4. ���
5. ��� �

n ���URL
q http://www.asahi.com/politics
q http://202.239.162.61/politics/index.html

1 2 3 4 5



���URL
n http://www.tokai.ac.jp/��

q
���(�	�#, %, <, $, &)
q�� = 8c93 438a (sjis)
» 1. %xx �
 (xx�16��)
» 2. ASCII �����

q%8c%93C%8a
qhttp://www.tokai.ac.jp/%8c%93C%8a



2. HTTP Request
n GET�(,"

q Html%��+���
q 1. *�� !

» $ �
» #-�),

q 2. �'�),
» ��
» �	����&���
!.�-".���

q 3. CR LF (�'�),�

���
���)

GET /politics/index.html HTTP/1.1
Accept: image/gif, image/x-xbitmap, 

image/jpeg, image/pjpeg, 
application/vnd.ms-powerpoint, 
application/vnd.ms-excel, 
application/msword, */*

Accept-Language: ja
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 

(compatible; MSIE 6.0; 
Windows NT 5.0)

Host: www.asahi.com:80
Connection: Keep-Alive

(CR LF)



3. HTML���������

n http://www.asahi.com/politics/index.html

q����	

�(����������

politics

Index.htmlaa.gif updates

02.html01.html



4. HTTP Response

n �����

1. ���
�
Ver  Status  Message

2. 
����

MIME
�������

3. CRLF (��)

4. 	��������

HTML��


HTTP/1.1 200 OK

Date: Mon, 24 Jun 2002 10:16:41 GMT

Server: Apache/1.3.12 (Unix)  (Red 
Hat/Linux) 

Last-Modified: Mon, 24 Jun 2002 
10:16:19 GMT

ETag: "1eb6c4-44-3d16f173"

Accept-Ranges: bytes

Content-Length: 68

Connection: close

Content-Type: text/html

<html>

<head> </head>

<body>

<h1> Hello World </h1>

</body></html>



���������
100
� �	
�

100 Continue
200
� �	��

200 OK
201 Created

300
� ����������	��

301 Moved Permanently
304 Not Modified

400
� ����������

401 Unauthorized
404 Not Found

500
� �������

500 Internal server error



������
www.asahi.com

www.yuhi.com

GET 
www.asahi.com

HTTP/1.1 301 Moved Permanently
Location: http://www.yuhi.com
Connection: close
Content-Type: text/html; 

<!DOCTYPE HTML PUBLIC "-
//IETF//DTD HTML 2.0//EN">
<HTML><HEAD>
<TITLE>301 Moved 
Permanently</TITLE>
</HEAD><BODY>
<H1>Moved Permanently</H1>
The document has moved <A 
HREF="http://www.yuhi.com/">
here</A>.<P>
<HR>
<ADDRESS>Apache/1.3.12 
Server at www.asahi.com Port 
80</ADDRESS>
</BODY></HTML>
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proxy.cc.u-tokai.ac.jp:8080

www.asahi.com

www.yuhi.com

firewall

キャッシュ

Proxy server

HTTP/1.1
304 Not Modified

キャッシュされている時

HTTP/1.1
If-modified-since:
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Gumber, SQL injection, XSS
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n ����
1. SQL�)����#)
2. �'������%!�
)�(XSS)
3. �")��)����#)
4. ���$�*�&
5. CSRF
6. �
��)�
7. ��	�� (Man-in-the-Middle)
8. ()�%����
9. �$� ����)'*� (DbD)



1. SQL�( ���'(
n#)"&)!�
�����%�)$��
�	�
q�+

SELECT * FROM users WHERE name = '
*���+'; 

q��-�� OR ’t‘ = ’t �
SELECT * FROM users WHERE name = 
‘ OR 't' = 't '; 

q�#)"&)!�
��������,



SQL��	���
�

ID=tetsu, PW=h1mi2

SELECT * FROM USERDB WHERE 
USER=‘$ID’ AND PASSWD=‘$PW’

USER PASSWD AGE

taro 8fdasf9 40

hanako 9j1dZ93 20

tetsu h1mi2 30

ID=tetsu 30�
tetsu, h1mi2, 30 

ID=tetsu, PW= A’ OR ‘A’=‘A

ID=tetsu 30�
tetsu, h1mi2, 30 

SELECT * FROM USERDB WHERE 
USER=‘tetsu’ AND PASSWD=‘A' OR 
'A'='A’

��

��

A S D



2. ��������������

A (�������

B (	������

S (�������

name=
“<Script> cookie 
</script>”

“<Script> cookie 
</script>”

cookie 
��

����



�����	�
�

A (���
��� C (�������

POST name=���

<LI> name=��� </LI>



��
�� <script> alert(document.cookie);
</script>

������������
��������
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<script> alert(document.cookie);
</script>

������������

��������
	



4. ������������

search=
July�
"July" 
	��������
�

"July 2", "July 13"

search=
July ; cat /etc/passwd �1. "July"
	��������
�
2. passwd�������

��

��

A S

"July 2", "July 13"
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
:

passwd ����



OSM[aUGaPHKO]a=�
n NGT�=�%��Y_L^\=�
n XIb\-A��Jb`bUc��KEYdF�

n CGI>�'Y_L^\search<Jb`bUF�2

q search $KEY:2C:�3C:2C
n search>����F�
2C=9CGI.4DF4=??
#�

n ��Jb`bU<)a; cat /etc/passwd*:�

q ;>UNIX9)$�M[aU�"*=5@=��B��

cat /etc/passwd>UNIX=WQ`bUSbRZbQF
#�

n CGI>)search a; cat /etc/passwd*F�"181?,
q ���"181?+&�0D5��F�(#�

n OS9	�9/C�8=Y_L^\.�"� 
q 4D>2;E6WebNbV9!�<Y_L^\.�
"9/C
e�7
DC



5. �
������
n http://www.news.com/politics/index.html

politics

Index.htmlaa.gif 02.html01.html
passwd.mysql<a href=01.html> 

01 </a>
<a href=02.html> 
02 </a> http://www.news.com/politics

/passwd.mysql ������
��	�




H?ELGP<M1�

n CGI1
�7FORM1hiddenHLJPA-��(4
3�0/*,�)Q� +/R�

n <FORM action=“form.cgi” method=“POST”>
��<INPUT type=“text” name=“id”>
<INPUT type=“hidden” name=“users” value=“userlist.txt”>
<INPUT type=“hidden” name=“error” value=“error.html”>
</FORM>

n $1FORM7
2HTML7B:ONPF'�"��
<INPUT type=“hidden” name=“users” value=“userlist.txt”>
<INPUT type=“hidden” name=“error” value=“userlist.txt”>

n ��'6&.;LP7�$(.KP=��!���

CGI-��
KP=��DPA1
I89M�S

;LP���1
JC@P>���
HTMLI89MS

;LP���0
��%543�
�	#4



6. CSRF Cross cite request forgery 

n #,&$�'+#!&')".% +.

q��������
�����	�
��
����

A (#*��-'/

B (���$.(/

C (���$.(/

</head>

<body onload="document.attackform.submit();">

<form name="attackform" method="post" 

action=“http://C/oc2009.cgi">

<input type="hidden" name="name" value="Mr. Kikuchi">

<input type="hidden" name="q-year" value="100">

<input type="submit" value="��">

</form>

</body></html>



��( “nonce” !&������

n number used once
q��������������
���"% 
�$���� n1
A C

n1
n1

n1

n1+# �'� n1= n1�
	��



7. �����������
�� http://fas-go-jp-security.kensatutyo.com

�������	��� 
�
����������� (2015/10/16)�
http://www.antiphishing.jp/news/alert/fsa_20151016.html

�� http://www.fsa.go.jp/
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10. ��������	�
� (DbD)
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Gumblar-01>?674��
n 5A:C=;<�.��.	��B�"�

q������-01>?674�
$��

» Conficker(2008
11�)
» Gumblar(2009
4�)
» Stuxnet(2010
7�)

n Gumblar-01>?674��
q�&385<2! '()%*>?674-��

» JR���#@C9A,+.����/�&3��-
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(1) SQL.M:04
9HM

SQL� ?N<FN;&
?N<&� �

?N<FN;7N
B

(2) 4L;7.@;
4JE>-M5

javascript, html DI/8&4=
3N%$&�	

�+� �

DI/8

(3) OS6GMA.
M:049HM

OS&6GMA 7NB&��Q
C,.K��%$

7NB

(5) 4L;7.@J
41;@C2N:0
JN

- ��!%����
'&��%$

DI/8O&��P
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n XSS�������
q!$#�"% &�
�'

qFORM�	����� �<” � �>” ����
�����
��

n CSRF�������
qNonce (��'



�"!� #�

n�"!� #�$
����&����%

»���
�����!��HTML�������
�	��'

$�	��
 = htmlspecialchars($���
);

���
�

&lt &amp &quot &#9832

�� < >

&gt
& " �



,3�3��F� G

n ?CB;AE>-*/4��2SQL;EA<=@DE:$�/
)1%H
q B>7��#
:�51%��

n ���
q $intid = round($id); ���:��362F�8�.G

n �"!�
q preg_match("/[0-9]+/", $�
��)
�
(��36'0&':	�+9

n Prepared Statement
q $ps = $db->prepare("select * from tb where 

id=:A");
q $ps->bindParam(":A", $a);
q $ps->execute();

:A3��2$a3��36(��H
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n 1. SQL DB���

�������

n ��: ����

�

n 2. SQL DB�	�

��������

webserver

SQL

phonebook.php

phonebook.mysql

phonebook.phphtdoc
htdoc

SQL

.htaccess

phonebook.mysql
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n .htaccess /)'(�

0

qdeny /��01allow /��0
qorder �1�������2
q��*!-&������ +����"%$
����/sqlite#,.)��0

order deny,allow
deny from all
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n WbV\bTA?Q]aYK��47Ic d
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