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ADiscrete Cosine Transform: DCT
QEET—4 f(x,y) (-128~+127)
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QC(0)=1/12, C(1)=...=C(7)=1
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ADCT%R%k G =(x1, x2, x3), IHAHAIEER b
QIEAABRE G = (x1, X2, b)
Qi) G=(4,1,3), b=2MD &,
G=(4.1,3)
Q¥ DCTZ#2
f'=4F1+1F2+ 2 2= ( ) # (8,2,0,6)
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(2) F1k quantization

m clCKDH=F1t 10
X I T
qc(X)=l— X ¢ 81
c | 7 L
0 | x |floor of x = x%Z 8 6 r
ABVBRARDES l
0 q4(19) =floor(19/3)x3 3t
=(6.333)x3 =18 2 |
0 q4(20) =6.666x3= )

dQ4(21) =7x3 =
1 Q4(22) =7.333x3=

o



11|

m = F{EAIE
aOx = AN (DCTZRHE), b = EMLIEHER
aQc = =FIEEH

xc 1fb=0

qc,b(x)=<
xc 1fb=1
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Q%) q,(8) = floor(8/3)*3 = floor(2.6)*3 =
ds0(8) = celling(8/3)*3 = celling(2.6)*3 =
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ATH./% 574 (Steganography)

" EE
QEELTWNS  Z[R9 8l
QX EED “hidden writing”
QMR DEEIZANE |
Ql&éHSYHL ] “invisible ink”
Q“Doll Woman” =R KEipD AFDF T
THBEDBZICAT=R/\A




S-Tools

W S-Tools - [Akito-hidden.gif]

m S-Tools
aQBMP, GIFIZTF—4%
&AL
Q HEHETRESIE
QAL ANILZEER
» Akito.gif (395 kbytes)

» deCSS.c (10.4
kbytes)
» akito-hidden.gif (290
kbytes)
Passphrase: [rortrcn | oK R
Verify passphrase:  [###kx Cancel |

Help |

Encryption aleorithm:
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Background: Tor

(‘ Tor: anonymity online -~ Windows Internet Explorer Q@@

. TO r: T h e S e CO n d - @ ;: v | @ http://www torproject org/index htmlen V| 2| X lTOr ‘ P~
. . CMME REE RTW BRCANE -uD U EI7 (BlewiE 3 Google 2
Generation Onion & & (g Toon. x| o [Briowwe | || B 0 B-@adw-

Home Overview

Download Docs g l; ) 2

Router e L
D R Dlngledlne, N Tor: anonymity online

Toris a software project that helps you defend Summary —
M at h eWSO n F ree against traffic analysis, a form of network _
surveillance that threatens personal freedom and Whatis Tor?

. privacy, confidential business activities and .
H ave n P rOJ eCt) a n d relationships, and state security. Tor protects you Who uses Tor?
by bouncing your communications around a How does Tor work i
distributed network of relays run by volunteers all ﬂ&@ym
P . Syve rSO n ( N ava | around the world: it prevents somebody watching detail?
your Internet connection from learning what sites
you visit, and it prevents the sites you visit from
Re S e a rC h L a b ) learning your physical location. Tor works with
many of your existing applications, including web
browsers, instant messaging clients, remote login,

D U S E N I X S e CU rlt and other applications based on the TGP protocol. Donate to
y support Tor!

Hundreds of thousands of people around the world

S y m p 2 O O 4 use Tor for a wide variety of reasons: joumnalists 3

@ 1h-#ah 1008 -

http://www.torproject.org/




Chaum’'s MIX-NET

“onion” MIX MIX2
E{(Ex(A)) — — Eu(C) B
E,(ExB) )—— —&,(D)—— A
E,( Ex(C) )—— o (A)—— D
E,( Ex(D) }—— —E,(B)—— C

m Pros: Traffic Analysis
m Cons: High Latency, Perfect Forward Security
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B

m B = (20, 19, 67, 29)IEMLIEHRD = 2 =

0010, %1 AF LN,

QXK F,=(1,1,1,1), F,=(1,1,-1,-1),
F.=(1,-1,-1,1), F, = (1,-1,1,-1)ZRAVWTRE K
BT (X1, X0, X3, X, ) TR XK.

Ab=b,b,b3b4;)ZfELY, G' = Gy p1(X4);--,01 palXs)
EIHAS.

QAG'DPSNRZER M K. log,, 2=0.3%F %..




