W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= I~ It M5 G7 � 1999.7.19 Abstract W eb %Z !< %8 $N %" %/ %; %9 @) 8f $N 0l $D $K !" %V %i %& %6 B& $+ $i Ds <( $5 $l $? %f !< %6 $N >Z L@ =q $r MQ $$ $F G’ >Z $r 9T $& J} K! $, $" $k $, !" => Mh $N W eb %5 !< %P $O !" >Z L@ =q $N H/ 9T 85 !J CA - Certi�cation Authorit y !K $N 3N G’ $r !" %j %" %k %? %$ %‘ $K 9T $& 5! G= $, IT 40 A4 $G $" $C $? !# $3 $l $r 2r 7h $9 $k 0Y $K !" W eb %5 !< %P $H CA 4V $K $* $$ $F %j %" %k %? %$ %‘ $K >Z L@ =q $N 8! >Z $r 2D G= $K $9 $k %7 %9 %F %‘ $r 3+ H/ $7 $? !# %- !< %o !< %I !’ !! W eb %5 !< %P !" %" %/ %; %9 @) 8f !" %f !< %6 G’ >Z !" 8x 3+ 80 0E 9f J} <0 !" >Z L@ =q !" CA !" ICAP 1 $O $8 $a $K W eb %Z !< %8 $N %" %/ %; %9 @) 8f $r <B 8= $9 $k $K $O !" <g $K 0J 2< $N #3 $D $N <j K! $, $" $k !# 1. %Q %9 %o !< %I $r MQ $$ $? %" %/ %; %9 @) 8f 2. %/ %i %$ %" %s %H %3 %s %T %e !< %? $N IP %" %I %l %9 $r MQ $$ $? %" %/ %; %9 @) 8f 3. >Z L@ =q $r MQ $$ $? %" %/ %; %9 @) 8f 1. $N J} K! $G $O !" $" $i $+ $8 $a W eb %Z !< %8 $X $N %" %/ %; %9 $r 5v 2D $9 $k %f !< %6 L> !" %Q %9 %o !< %I $r W eb %5 !< %P $K EP O? $9 $k !# W eb %5 !< %P $O !" %f !< %6 $, %" %/ %; %9 @) 8B $N $" $k %Z !< %8 $X $N %" %/ %; %9 $r ;n $_ $? ;~ $K !" %f !< %6 L> $* $h $S %Q %9 %o !< %I $N F~ NO $r 5a $a $k !# F~ NO $5 $l $? %Q %9 %o !< %I $, @5 $7 $$ $b $N $G $" $k $J $i $P !" %" %/ %; %9 @) 8B $N $" $k W eb %Z !< %8 $r %f !< %6 $K Ds <( $9 $k !# 2. $N J} K! $G $O !" $" $i $+ $8 $a W eb %5 !< %P $K !" W eb %Z !< %8 $X $N %" %/ %; %9 $r 5v 2D $9 $k %3 %s %T %e !< %? $N IP %" %I %l %9 $r EP O? $9 $k !# W eb %5 !< %P $O !" %f !< %6 $, %" %/ %; %9 @) 8B $N $" $k %Z !< %8 $X $N %" %/ %; %9 $r ;n $_ $? ;~ $K !" %f !< %6 $, ;H MQ $7 $F $$ $k %3 %s %T %e !< %? $, EP O? $5 $l $F $$ $k IP %" %I %l %9 $r ;} $C $F $$ $k $N $J $i $P W eb %Z !< %8 $r %f !< %6 $K Ds <( $9 $k !# 3. $N J} K! $G $O !" $" $i $+ $8 $a W eb %5 !< %P $K !" W eb %Z !< %8 $X $N %" %/ %; %9 $r 5v 2D $9 $k %f !< %6 $, ;} $C $F $$ $k >Z L@ =q $N >p Js $r EP O? $9 $k !# EP O? $9 $k >p Js $O !" >Z L@ =q >p Js $N 0l It $G $" $k =j M- <T L> (Sub ject %U %# !< %k %I ) $J $I $G $" $k !# W eb %5 !< %P $O !" %f !< %6 $, %" %/ %; %9 @) 8B $N $" $k %Z !< %8 $X $N %" %/ %; %9 $r ;n $_ $? ;~ $K !" %f !< %6 $K BP $7 $F >Z L@ =q $N Ds <( $r 5a $a $k !# $= $7 $F !" $= $N >Z L@ =q $N Fb MF $, 56 B$ $5 $l $? $b $N $G $J $/ !" $+ $D !" >Z L@ =q $N =j M- <T L> $, W eb %5 !< %P $K EP O? $5 $l $F $$ $k $b $N $G $" $k $J $i $P !" W eb %Z !< %8 $r %f !< %6 $K Ds <( $9 $k !# 1. $O W eb %Z !< %8 $X $N %" %/ %; %9 @) 8f <j K! $H $7 $F 0l HL E* $J $b $N $G $" $k $, !" � %Q %9 %o !< %I $, %M %C %H %o !< %/ >e $r N. $l $F $7 $^ $& $N $G %; %- %e %j %F %# >e $N IT 0B $, $" $k !# � L@ <# Bg 3X >p Js 2J 3X %; %s %? !< !? >p Js %7 %9 %F %‘ 4I M} 2] (E-mail : hhat@isc.meiji.ac.jp) 1

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M � %Q %9 %o !< %I $r 4I M} $9 $k %3 %9 %H $, $+ $+ $k !# $J $I $N Ld Bj $, $" $k !# $^ $? 2. $O !" W eb %Z !< %8 $X $N %" %/ %; %9 $r !" <R Fb $d 3X Fb %M %C %H %o !< %/ $+ $i $N %" %/ %; %9 $N $_ $K 5v 2D $7 $? $$ >l 9g $J $I $K 0l HL E* $J <j K! $G $" $k !# $7 $+ $7 !" � IP %" %I %l %9 $r 85 $K $7 $F $$ $k 0Y !" $" $/ $^ $G %/ %i %$ %" %s %H C1 0L $G $N @) 8B $7 $+ $G $- $J $$ !# � %/ %i %$ %" %s %H $N IP %" %I %l %9 $, 56 B$ $5 $l $? >l 9g $K L5 NO $G $" $k !# $H $$ $& Ld Bj $, $" $k !# $3 $l $i $K BP $7 !" 3. $O >Z L@ =q $H Hk L) 80 $N %G !< %? $r %U %m %C %T !< %G %# %9 %/ $d IC %+ !< %I $K 3J G< $7 7H BS $9 $k $3 $H $K $h $C $F !" 1. $d 2. $N Ld Bj $r 2s Hr $9 $k $3 $H $, $G $- $k !# $3 $N 0Y !" >Z L@ =q $r MQ $$ $? %" %/ %; %9 @) 8f 5; =Q $O !" EE ;R >& <h 0z $J $I $N J, Ln $G Cm L\ $r Ma $S $F $* $j !" 3F =j $G <B >Z <B 83 $, 9T $o $l $F $$ $k [6] [7] [10] !# 2 >Z L@ =q $r MQ $$ $? W eb %5 !< %P $N %" %/ %; %9 @) 8f 5; =Q 2.1 >Z L@ =q $H %f !< %6 G’ >Z >Z L@ =q $r MQ $$ $? %f !< %6 G’ >Z $N 4p K\ E* M} O@ $H $J $C $F $$ $k $N $O !" 8x 3+ 80 0E 9f J} <0 $G $" $k !# 8x 3+ 80 0E 9f J} <0 $O !" %a %C %; !< %8 $N 0E 9f 2= $K ;H $& 80 $H I| 9f 2= $K ;H $& 80 $r 8_ $$ $K 0[ $J $k $b $N $K $G $- $k !# $3 $N @- <A $r Mx MQ $7 !" 0l J} $N 80 $r 8x 3+ !J 8x 3+ 80 !K $7 !" $b $& 0l J} $N 80 $r Hk L) !J Hk L) 80 !K $K $9 $k $3 $H $, $G $- $k !# 8x 3+ 80 0E 9f J} <0 $r MQ $$ $? 0E 9f DL ?. $r 9T $J $& :] !" Aj <j $N 8x 3+ 80 $O !" %M %C %H %o !< %/ $r Mx MQ $7 $F F~ <j $9 $k $N $, 0l HL E* $G $" $k !# $H $3 $m $, !" %M %C %H %o !< %/ >e $N DL ?. $K $O !" $J $j $9 $^ $7 !" 2~ cb $J $I !" %; %- %e %j %F %# E* $J Ld Bj $, $" $k 0Y $K !" DL ?. Aj <j $N 8x 3+ 80 $, @5 ?? @5 LC K\ ?M $N $b $N $G $" $k $+ $I $& $+ $r !" <u ?. B& $G >Z L@ $G $- $k $+ H] $+ $O !" =E MW $J Ld Bj $G $" $k !# $3 $N Ld Bj $K BP $9 $k 2r 7h :v $N 0l $D $O !" Bh ;0 <T 5! 4X $K $h $C $F !" $" $k <T $N 8x 3+ 80 $, 56 B$ $5 $l $? $b $N $G L5 $$ $3 $H $r >Z L@ $9 $k $H $$ $& ;E AH $_ $r MQ 0U $9 $k $3 $H $G $" $k !# $3 $l $O !" $" $k <T $N 8x 3+ 80 $r !" Bh ;0 <T 5! 4X $N $b $D Hk L) 80 $G 0E 9f 2= $7 !" $= $l $r $= $N <T $N !V >Z L@ =q !W $H $7 $F H/ 9T $9 $k $3 $H $K $h $C $F <B 8= $G $- $k !# $3 $N Bh ;0 <T 5! 4X $N $3 $H $r %$ %s %? !< %M %C %H $G $O >Z L@ =q H/ 9T 6I CA (Certi�cation Authorit y) $H >N $7 $F $$ $k !# >Z L@ =q $r MQ $$ $? %f !< %6 G’ >Z $r 9T $& >l 9g $K $O !" %f !< %6 !J G’ >Z $5 $l $k B& !K $K Hk L) 80 $H 8x 3+ 80 $r ;} $? $; !" W eb %5 !< %P !J G’ >Z $9 $k B& !K $O %f !< %6 $, $= $N Hk L) 80 $r K\ Ev $K ;} $C $F $$ $k $3 $H $r 3N G’ $9 $k $3 $H $K $h $C $F 9T $& !# 6q BN E* $J <j =g $O <! $N DL $j $G $" $k !J ?^ #1 ;2 >H !K !# 1. %f !< %6 B& !J G’ >Z $5 $l $k B& !K $G %F %- %9 %H !J Nc $( $P Mp ?t $J $I !K $r @8 @. $9 $k !# 2. $= $N %F %- %9 %H $r %f !< %6 B& $N Hk L) 80 $r MQ $$ $F %G %# %8 %? %k =p L> $r 9T $$ !" %5 !< %P $X Aw IU $9 $k !# 3. %f !< %6 $N >Z L@ =q !J 8x 3+ 80 !K $r %5 !< %P $X Aw IU $9 $k !# 4. %5 !< %P B& $O >Z L@ =q $N 8x 3+ 80 >p Js $r MQ $$ $F !" Aw IU $5 $l $? %F %- %9 %H $N =p L> 8! >Z $r 9T $& !# 5. =p L> 8! >Z $, @5 >o $K 9T $( $? >l 9g !" %5 !< %P $N DL ?. Aj <j $G $" $k %f !< %6 $O !" >Z L@ =q $N @5 $7 $$ =j M- <T $G $" $k $3 $H $, 3N G’ $G $- $k !# 2

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M ?^ 1 >Z L@ =q $r MQ $$ $? %f !< %6 G’ >Z $N ;E AH $_ $3 $N 86 M} $r 1~ MQ $7 $? $N $, !" 0B A4 @- $r 9M N8 $7 $? W eb %5 !< %P $X $N %" %/ %; %9 $K 9- $/ MQ $$ $i $l $F $$ $k SSL(Secure So c k et La y er) $K $h $k G’ >Z 5; =Q $G $" $k !# ?^ #2 $K SSL $r MQ $$ $? %f !< %6 G’ >Z $N MM ;R $r <( $9 !# ?^ 2 SSL $r MQ $$ $? %f !< %6 G’ >Z $N MM ;R $3 $N $h $& $J ;E AH $_ $r MQ $$ $k $3 $H $K $h $C $F !" >Z L@ =q $r Ds <( $7 $? <T $, K\ ?M $G $" $k $+ $I $& $+ $N G’ >Z $r %M %C %H %o !< %/ $r 7P M3 $7 $F 9T $& $3 $H $, $G $- $k !# 3

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M 2.2 %" %/ %; %9 @) 8f %j %9 %H W eb %5 !< %P $G $O !" !V %" %/ %; %9 @) 8f %j %9 %H !W $K 5- =R $5 $l $F $$ $k %k !< %k $K => $$ !" W eb %Z !< %8 $N %" %/ %; %9 @) 8f $r 9T $C $F $$ $k !# $3 $3 $G $O !" %* !< %W %s %= !< %9 $J W eb %5 !< %P %W %m %0 %i %‘ $G $" $k apac he $r %Y !< %9 $K SSL 5! G= $r IU 2C $7 $? W eb %5 !< %P (apac he+SSL) $r Nc $K $" $2 $k !# apac he+SSL $K $* $$ $F !" >Z L@ =q $r MQ $$ $? %" %/ %; %9 @) 8f $r 9T $& :] !" %" %/ %; %9 @) 8f %j %9 %H $O 0J 2< $N $h $& $K 5- =R $9 $k !# %" %/ %; %9 @) 8f %j %9 %H (.h taccess) � � AuthUserFile /opt/local/apache/etc/htpasswd AuthName ByPassword AuthType Basic <Limit POST GET PUT> require valid-user </Limit> � � $5 $i $K !" %f !< %6 >p Js $r 5- :\ $9 $k h tpasswd $O 0J 2< $N $h $& $K 5- =R $9 $k !# /opt/lo cal/apac he/etc/h tpasswd � � /C=JP/O=Meiji University/OU=Information Science Center/CN=hhat:xxj31ZMTZzkVA /C=JP/O=WIDE Project/OU=Meiji Univ./CN=Hattori Hiroyuki:xxj31ZMTZzkVA � � =q <0 $O !" <! $N DL $j $G $" $k !# /opt/lo cal/apac he/etc/h tpasswd � � !N >Z L@ =q $N =j M- <T L> !J Subject !K !O !’ !N %Q %9 %o !< %I !O � � >Z L@ =q $N =j M- <T L> $O !" >Z L@ =q $N Sub ject %U %# !< %k %I $N Fb MF $r 5- :\ $9 $k !# %Q %9 %o !< %I It J, $N !V xj31ZMTZzkV A !W $O >Z L@ =q $r ;H $C $F %" %/ %; %9 @) 8f $9 $k >l 9g $N $* $^ $8 $J $$ $N 8G Dj J8 ;z Ns $G !" %f !< %6 $K 6& DL $G $" $k !# $3 $l $O !" Apac he+SSL 8G M- $N @_ Dj $G $" $k !# 2.3 %" %/ %; %9 @) 8f %j %9 %H $N %U %) !< %^ %C %H $N 3H D% 2.2 $G =R $Y $? %" %/ %; %9 @) 8f %j %9 %H $O %f !< %6 Kh $K 5- =R $9 $k 0Y $K !" %f !< %6 ?t $, B? $$ >l 9g $O Bg JQ $J 9) ?t $, $+ $+ $k !# $= $3 $G !" Apac he+SSL $K 2~ NI $r 2C $( !" %" %/ %; %9 @) 8f %j %9 %H $K @5 5, I= 8= $r ;H $( $k $h $& $K $7 $? [3] [4] !# $3 $l $K $h $j !" Nc $( $P !V /C=JP/O=Meiji Univ ersit y/OU=Information Science Cen ter !W $H $$ $& Sub ject $N >Z L@ =q $r ;} $C $F $$ $k %f !< %6 $J $i $P !" C/ $G $b %" %/ %; %9 $r 5v 2D $9 $k >l 9g $K $O !" /opt/lo cal/apac he/etc/h tpasswd !J @5 5, I= 8= � � /C=JP/O=Meiji University/OU=Information Science Center/CN=.*:xxj31ZMTZzkVA � � $H 0l 9T $G I= 8= $9 $k $3 $H $, $G $- $k $h $& $K $J $C $? !# 4

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M 2.4 Ld Bj E@ >Z L@ =q $r MQ $$ $? %f !< %6 G’ >Z $r 9T $& >l 9g $O !" W eb %5 !< %P !J G’ >Z $9 $k B& !K $O %f !< %6 !J G’ >Z $5 $l $k B& !K $+ $i Ds <( $5 $l $? >Z L@ =q $r %A %’ %C %/ $9 $k !# %A %’ %C %/ 9‘ L\ $K $O !" 1. >Z L@ =q $N M- 8z 4| 8B $, @Z $l $F $$ $J $$ $+ !) 2. >Z L@ =q $, 56 B$ $5 $l $? $b $N $G $J $$ $+ $I $& $+ !) 3. >Z L@ =q $, W eb %5 !< %P $N ?. Mj $9 $k CA $+ $i H/ 9T $5 $l $? $b $N $G $" $k $+ $I $& $+ !) $J $I $, $" $k !# $3 $N 0Y !" W eb %5 !< %P B& $G $O !" %f !< %6 $N >Z L@ =q $r H/ 9T $7 $? CA <+ ?H $N >Z L@ =q $r J] ;} $7 !" >Z L@ =q $, 56 B$ $5 $l $? $b $N $G $J $$ $+ $I $& $+ $r %A %’ %C %/ $9 $k ;E AH $_ $K $J $C $F $$ $k !# $7 $+ $7 !" >Z L@ =q $N %A %’ %C %/ 9‘ L\ $O >e 5- $@ $1 $G $O IT 40 A4 $G $" $k !# $J $< $J $i $P !" %f !< %6 $N Hk L) 80 $, Bh ;0 <T $K O3 1L $7 $F $7 $^ $C $? >l 9g $O !" $= $N <T $, @5 5, $N %f !< %6 $K $J $j $9 $^ $9 $3 $H $, $G $- $F $7 $^ $& $+ $i $G $" $k !# $3 $N >l 9g !" %f !< %6 $O CA $r DL $7 $F !" %f !< %6 $N >Z L@ =q $r L5 8z $K $9 $k <j B3 $- $, I, MW $H $J $k !# CA $O !" $3 $N $h $& $J M} M3 $G L5 8z $K $7 $? >Z L@ =q $r CRL (Certi�cate Rev o cation Lists) $K $^ $H $a !" Dj 4| E* $K 8x I= $9 $k !# $h $C $F !" >Z L@ =q $r MQ $$ $F %" %/ %; %9 @) 8B $r 9T $C $F $$ $k W eb %5 !< %P $O !" CA $+ $i Dj 4| E* $K H/ 9T $5 $l $k CRL $r 85 $K !" %" %/ %; %9 @) 8f %j %9 %H $r JT =8 $7 $J $1 $l $P $J $i $J $$ $, !" $3 $N %? %$ %‘ %i %0 $, $b $H $G !" IT @5 %" %/ %; %9 H/ @8 $N 2D G= @- $, $G $F $/ $k !# $D $^ $j !" %f !< %6 $N Hk L) 80 $r F~ <j $7 $? Bh ;0 <T $O !" CRL $K 7G :\ $5 $l $k A0 $J $i $P !" $" $k $$ $O W eb %5 !< %P $N %" %/ %; %9 @) 8f %j %9 %H $, JQ 99 $5 $l $k A0 $J $i $P !" @5 5, $N %f !< %6 $K $J $j $9 $^ $7 $F IT @5 $K %" %/ %; %9 $9 $k $3 $H $, 2D G= $H $J $k $+ $i $G $" $k !# $3 $l $r 2r 7h $9 $k 0Y $K $O !" W eb %5 !< %P $+ $i CA $K BP $7 $F !" %j %" %k %? %$ %‘ $K >Z L@ =q $N M- 8z @- 3N G’ $r 9T $( $k $h $& $J ;E AH $_ $, I, MW $H $J $k !# 3 >Z L@ =q $N %j %" %k %? %$ %‘ 8! >Z 5! G= $N <B 8= A0 @a $G =R $Y $? !" W eb %5 !< %P $+ $i CA $K BP $7 $F !" %j %" %k %? %$ %‘ $K >Z L@ =q $N M- 8z @- 3N G’ $r 9T $( $k $h $& $J ;E AH $_ $r <B 8= $9 $k 0Y $K !" 0J 2< $N %7 %9 %F %‘ $r 3+ H/ $7 $? !# 1. %* %s %i %$ %s $G $N >Z L@ =q $N M- 8z @- 3N G’ $, 2D G= $J CA $N 3+ H/ 2. %j %" %k %? %$ %‘ $G $N >Z L@ =q $N M- 8z @- 3N G’ $r 9T $& W eb %5 !< %P $N 3+ H/ %7 %9 %F %‘ $N A4 BN A| $r !" ?^ #3 $K <( $9 !# 3.1 %* %s %i %$ %s $G $N >Z L@ =q $N M- 8z @- 3N G’ $, 2D G= $J CA $N 3+ H/ 3.1.1 >Z L@ =q H/ 9T 6I %Q %C %1 !< %8 - ICAP - %* %s %i %$ %s $G $N >Z L@ =q M- 8z @- 3N G’ 5! G= $O !" I. <T $i $, 3+ H/ $7 $? >Z L@ =q H/ 9T 6I %Q %C %1 !< %8 ICAP [1] $K BP $7 !" 5! G= $r DI 2C $9 $k $3 $H $K $h $C $F <B 8= $7 $? !# ICAP $N %7 %9 %F %‘ 9= @. $r ?^ #4 $K <( $9 !# >Z L@ =q M- 8z @- 3N G’ 5! G= $r <B 8= $9 $k $K $" $? $j !" HTTP(Hyp er T ext T ransfer Proto col) $r %Y !< %9 $K $7 $? !" <! $N 5! G= $r <B 8= $9 $k %W %m %H %3 %k $r Dj 5A $7 $? 1 [5] [8] [9] !# 1 $J $* HTTP $r MQ $$ $? >Z L@ =q 8! >Z $J $I $N Ld $$ 9g $o $; %W %m %H %3 %k $O !" 8= :_ !" IETF (In ternetEngineering T ask F orce) $X Ds 0F Cf $G $" $k !# 5

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M 1. >Z L@ =q H/ 9T MW 5a $H 1~ Ez (certreq) 2. >Z L@ =q 8! :w MW 5a $H 1~ Ez (lo okupreq) 3. CA >Z L@ =q 8! :w (calo okupreq) 4. CRL 8! :w MW 5a $H 1~ Ez (crlreq) 5. >Z L@ =q M- 8z @- 3N G’ MW 5a $H 1~ Ez (v erifyreq) 6. >Z L@ =q 99 ?7 MW 5a $H 1~ Ez (up datereq) 7. >Z L@ =q GK 4~ MW 5a $H 1~ Ez (rev ok ereq) $3 $l $i $N 5! G= $r <B Au $9 $k $3 $H $K $h $C $F !" %M %C %H %o !< %/ 7P M3 $K $h $k >Z L@ =q $N M- 8z @- 3N G’ MW 5a $K BP $7 $F !" %j %" %k %? %$ %‘ $K 1~ Ez $9 $k $3 $H $, 2D G= $K $J $C $? $P $+ $j $G $J $/ !" >Z L@ =q $N H/ 9T $r J# ?t $N CA $G J, ;6 $7 $F 9T $& 4D 6- !" $D $^ $j B? CJ 3, CA $r 9= C[ $7 $? >l 9g $K $b 1~ Ez $G $- $k $h $& $K $J $C $? [2] !# ICAP $X $N Ld $$ 9g $o $; %W %m %H %3 %k $N Nc $H $7 $F !" 0J 2< $K >Z L@ =q $N M- 8z @- 3N G’ (v erifyreq) $N %U %) !< %^ %C %H $H <B 9T Nc $r $" $2 $k !# ?^ #3 ICAP $H W eb %5 !< %P $H $N O" 7H %$ %a !< %8 ?^ #4 ICAP $N %7 %9 %F %‘ 9= @. 6

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M >Z L@ =q M- 8z @- 3N G’ 5! G= (v erifyreq) $N %U %) !< %^ %C %H � � 1. MW 5a %U %) !< %^ %C %H � HTTP $N POST %a %= %C %I $r Mx MQ $9 $k � %Q %i %a !< %? $O JQ ?t L> = CM $N 7A <0 $G EO $9 POST /cgi-bin/verifyreq HTTP/1.0 Content-length: !J J8 ;z ?t !K !J %Q %i %a !< %? !K 2. 1~ Ez %U %) !< %^ %C %H � MW 5a $N <o N‘ � ( MW 5a $K 1~ $8 $F Dj 5A $5 $l $k ) 1~ Ez %3 !< %I (statusCo de) + M} M3 (statusMessage) � $= $N B> $N %G !< %? (information) 3. %Q %i %a !< %? ==================================================== JQ ?t L> CM ==================================================== cert >Z L@ =q $N Base64 Id 9f 2= 7A <0 resptype 1~ Ez $N %? %$ %W (1 or 2) 1: =p L> $J $7 H= Dj >p Js 2: =p L> $D $- H= Dj >p Js ==================================================== 4. 1~ Ez � ( @5 >o ;~ ) statusCode statusMessage ----------- ------------- 200 "valid" 201 "invalid" 202 "revoked" 203 "expired" 204 "hold" information ----------- <h $j >C $7 ;~ 9o (statusCode = 202 $N ;~ $N $_ !" UTCtime) � ( 0[ >o ;~ ) statusCode statusCode $N 0U L# $H @b L@ ---------- ----------------------------------------------- 303 "reject your request" any other reason why the request failed. 304 "service not avialable" the PA does not accept this request. statusCode statusMessage ---------- ------------------------------ 303 "not certificate format" 303 "the URL not found" 303 "unknown responce type" 303 "unknown CA" 303 "AuthorityInfoAccess not included" 303 "signature verification failed" 304 "timeout" 304 "service not available" � � 7

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M >Z L@ =q M- 8z @- 3N G’ 5! G= (v erifyreq) $N <B 9T Nc � � % telnet shimauma 80 POST /cgi-bin/verifyreq HTTP/1.0 Content-Length: 1085 resptype=1&cert=MIIDCjCCArSgAwIBAgIBATANBgkqhkiG9w0BAQQFADBmMQswCQYDVQQGEwJKUDEu MCwGA1UEChMlTWVpamkgVW5pdmVyc2l0eSBJQ0FQIEV4cGVyaW1lbnRhbCBDQTEn MCUGA1UECxMeSW5mb3JtYXRpb24gU3lzdGVtIE1hbmFnZW1lbnQgMB4XDTk5MDcw MzAyMzIwNVoXDTk5MTIzMDAyMzIwNVowfTELMAkGA1UEBhMCSlAxLjAsBgNVBAoT JU1laWppIFVuaXZlcnNpdHkgSUNBUCBFeHBlcmltZW50YWwgQ0ExGTAXBgNVBAMT EEhpcm95dWtpIEhBVFRPUkkxIzAhBgkqhkiG9w0BCQEWFGhoYXRAaXNjLm1laWpp LmFjLmpwMFwwDQYJKoZIhvcNAQEBBQADSwAwSAJBALUmauJe14eYm%2bchzTvUS3SU fja4cvW3wtX3UWFiwBcpE/2OEc15NqjWs5NaEHtX/CjLjU6znCQg3iEHkYlJnrcC AwEAAaOCATQwggEwMA8GA1UdEwEBAAQFMAMBAQAwPQYDVR0gAQEABDMwMTAvBgkq gwiBnF8LBAEwIjAgBgYrBgEFAwQWFmh0dHA6Ly93d3cuaWNhdC5vci5qcC8wgYIG CyqDCIGcXwsDAR0CAQEABHAwbqA2hjRodHRwOi8vc2hpbWF1bWEubWluZC5tZWlq aS5hYy5qcC9jZ2ktYmluL2NhbG9va3VwcmVxoTSGMmh0dHA6Ly9zaGltYXVtYS5t aW5kLm1laWppLmFjLmpwL2NnaS1iaW4vdmVyaWZ5cmVxMEMGA1UdHwEBAAQ5MDcw NaAzoDGGL2h0dHA6Ly9zaGltYXVtYS5taW5kLm1laWppLmFjLmpwL2NnaS1iaW4v Y3JscmVxMBQGCWCGSAGG%2bEIBAQEBAAQEAwIAoDANBgkqhkiG9w0BAQQFAANBAJm5 nyI9bHobQWBXCMWQ%2bjGVPIQyOkFLninKc8Hel9bvaP9Jt09DZkE3t9ctREYM5LAS QQR/3l/1KmG/Cyk57xa%3d HTTP/1.1 200 OK Date: Sat, 17 Jul 1999 01:22:36 GMT Server: Apache/1.3.4 (Unix) Connection: close Content-Type: text/plain verifyreq 200 valid � � 3.1.2 >Z L@ =q $N 3H D% %U %# !< %k %I %f !< %6 >Z L@ =q $r W eb %5 !< %P $K Ld $$ 9g $o $; $k 0Y $K !" >Z L@ =q $N M- 8z @- $K 4X $9 $k Ld $$ 9g $o $; @h !" $* $h $S CRL $K 4X $9 $k Ld $$ 9g $o $; @h $N %" %I %l %9 >p Js $r >Z L@ =q $K AH $_ 9~ $s $@ !# $3 $l $i $N >p Js $O !" >Z L@ =q $N 3H D% %U %# !< %k %I $r MQ $$ $F 5- :\ $7 $? !# >Z L@ =q $N 3H D% %U %# !< %k %I $N Dj 5A � � <AuthorityInfoAccess> AuthorityInfoAccess OBJECT IDENTIFIER ::= {ICAT applications(3) ds(1) 29 2} (OID $O ICAT FH <+ $N $b $N ) AuthorityInfoAccessSyntax ::= SEQUENCE { !! authorityInfo [0] SEQUENCE OF GeneralName OPTIONAL, certStatus [1] SEQUENCE OF GeneralName OPTIONAL } GeneralName ::= CHOICE { otherName [0] anotherName, rfc822Name [1] IA5String, dNSName [2] IA5String, x400Address [3] ORAddress, directoryName [4] Name, ediPartyName [5] EDIPartyName, uniformResourceIdentifier [6] IA5String, iPAddress [7] OCTET STRING, registeredID [8] OBJECT IDENTIFIER } � � 8

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M 3.2 %j %" %k %? %$ %‘ $G $N >Z L@ =q $N M- 8z @- 3N G’ $r 9T $& W eb %5 !< %P $N 3+ H/ 3.2.1 %7 %9 %F %‘ 9= @. ?^ #5 $K !" %j %" %k %? %$ %‘ $G $N >Z L@ =q $N M- 8z @- 3N G’ $r 9T $& W eb %5 !< %P $N %7 %9 %F %‘ 9= @. $r <( $9 !# ?^ #5 W eb %5 !< %P $N %7 %9 %F %‘ 9= @. 3.2.2 <B Au ICAP $X $N >Z L@ =q M- 8z @- 3N G’ $N Ld $$ 9g $o $; $r 9T $& 5! G= $O !" 0J 2< $N %7 %9 %F %‘ $r %Y !< %9 $K 3+ H/ $7 $? !# W eb %5 !< %P Apac he 1.3.6 + ssl 1.34 SSL op enssl-0.9.2b ?^ #5 $K $* $$ $F !" ICAP Ld $$ 9g $o $; %b %8 %e !< %k $O !" P erl %9 %/ %j %W %H $G :n @. $7 $? !# $= $7 $F !" W eb %5 !< %P $N >Z L@ =q 8! >Z %5 %V %k !< %A %s It J, $r =$ @5 $7 !" $3 $3 $+ $i ICAP Ld $$ 9g $o $; %b %8 %e !< %k $r 8F $S =P $9 $3 $H $K $h $C $F !" W eb %5 !< %P $+ $i ICAP $X $N Ld $$ 9g $o $; 5! G= $r <B 8= $7 $? !# 3.3 W eb %5 !< %P $N %* !< %P !< %X %C %I $K 4X $9 $k 8! >Z %f !< %6 >Z L@ =q $N M- 8z @- 3N G’ $r %j %" %k %? %$ %‘ $K 9T $& =h M} $K $O !" $I $N Dx EY $N ;~ 4V $r MW $9 $k $N $+ !" W eb %Z !< %8 $r I= <( $9 $k $^ $G $K $I $N Dx EY $N %* !< %P !< %X %C %I $, H/ @8 $9 $k $N $+ $r !" <B 83 $K $h $j 8! >Z $7 $? !# 3.3.1 <B 83 4D 6- � W eb %5 !< %P { S7/400Ui m270D ( IY ;N DL @= !# Sun Microsystems <R Sun Ultra5 Aj Ev IJ ) � CPU: UltraSP AR C I Ii, 270MHz � Memory: 128MB � OS: Solaris 2.6 � ICAP %5 !< %P { %7 %9 %F %‘ 9= @. $O W eb %5 !< %P $H F1 0l !# 9

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M � %M %C %H %o !< %/ 4D 6- { W eb %5 !< %P $H ICAP %5 !< %P $O !" $= $l $> $l 10Mbps $G #1 Bf $N %$ !< %5 %M %C %H %9 %$ %C %A $K @\ B3 $7 $F $$ $k !# <B 83 Cf !" W eb %5 !< %P $H ICAP %5 !< %P $O B> %5 !< %P $+ $i $N %H %i %U %# %C %/ $N 1F 6A $r KI $0 0Y $K !" %M %C %H %o !< %/ >e $N B> $N %^ %7 %s $+ $i $N %" %/ %; %9 $O I, MW :G Dc 8B $N $b $N !J DNS $J $I !K $K $J $k $h $& G[ N8 $7 $? !# 3.3.2 <B 83 7k 2L <B 83 $O !" W eb %5 !< %P $+ $i ICAP %5 !< %P $K BP $7 !" F1 0l >Z L@ =q $r O" B3 20 2s 8! >Z $7 $? ;~ $N <B ;~ 4V $* $h $S !" =h M} $N Fb Lu ;~ 4V $K $D $$ $F D4 $Y $? !# $= $N 7k 2L !" #1 7o $" $? $j $N Ld $$ 9g $o $; $K BP $9 $k =h M} ;~ 4V $O <! $N DL $j $H $J $C $? !# <B ;~ 4V 1.65 IC !J Fb Lu !K %M %C %H %o !< %/ E> Aw ;~ 4V 0.0001 IC ICAP =h M} ;~ 4V 1.60 IC $= $N B> 0.0499 IC $3 $N $h $& $K 8! >Z MW 5a $K BP $9 $k ICAP Fb It $G $N =h M} ;~ 4V $, !" A4 BN $N =h M} ;~ 4V $N #9 #0 !s 0J >e $r @j $a $F $$ $k !# #1 7o $" $? $j $N Ld $$ 9g $o $; $K BP $9 $k =h M} $N <B ;~ 4V $r C; =L $9 $k $K $O !" ICAP Fb It $G $N =h M} ;~ 4V $r C; =L $9 $k $N $, 8z 2L E* $G $" $k !# ICAP Fb It $G !" >Z L@ =q $N M- 8z @- 3N G’ MW 5a $O !" CGI 7P M3 $G 5/ F0 $5 $l $? v erifyreq %b %8 %e !< %k $, =h M} $7 $F $$ $k !# $3 $N v erifyreq %b %8 %e !< %k $O !" P erl %9 %/ %j %W %H $G 5- =R $5 $l $F $$ $k !# 0l HL E* $K CGI $+ $i $N P erl %9 %/ %j %W %H $N 5/ F0 $O !" W eb %5 !< %P $K $H $C $F Ii C4 $N =E $$ =h M} $G $" $k $3 $H $, CN $i $l $F $$ $k !# $h $C $F !" v erifyreq %b %8 %e !< %k $r %P %$ %J %j 2= $7 !" $5 $i $K CGI $r Mx MQ $; $: $K !" $b $C $H 7Z 2w $K 5/ F0 $G $- $k $h $& JQ 99 $r 2C $( $l $P !" %Q %U %) !< %^ %s %9 $O 7‘ E* $K 8~ >e $9 $k $b $N $H ;W $o $l $k !# 4 $^ $H $a K\ 9F $G $O !" >Z L@ =q $r MQ $$ $? 0B A4 $J %" %/ %; %9 @) 8f $r <B 8= $9 $k 0Y $K !" %f !< %6 $N >Z L@ =q $r %j %" %k %? %$ %‘ $K 8! >Z $9 $k $3 $H $, $G $- $k %7 %9 %F %‘ $r 9= C[ $7 $? !# 3.3.2 $G =R $Y $? DL $j !" 0l 7o Ev $? $j $N >Z L@ =q 3N G’ $K 1.6 IC 6/ $r M- $7 $F $7 $^ $& !# 8= CJ 3, $G $O == J, $J %Q %U %) !< %^ %s %9 $r F@ $i $l $F $$ $k $H $O 8@ $$ $, $? $$ $, !" $3 $l $O ICAP B& $N %7 %9 %F %‘ $r 2~ NI $9 $k $3 $H $K $h $C $F !" Bg I} $K 2~ A1 $G $- $k $H ;W $o $l $k !# $5 $i $K !" W eb %5 !< %P B& $G $N >Z L@ =q $N %- %c %C %7 %e $J $I $b M- 8z $G $" $k $H ;W $o $l $k !# >Z L@ =q $N H/ 9T $r J# ?t $N CA $G J, ;6 $7 $F 9T $& 4D 6- !" $D $^ $j B? CJ 3, CA $r 9= C[ $7 $? >l 9g !" CA 4V $N O" 7H %$ %s %U %i %9 %H %i %/ %A %c $N 9= C[ $, I, ?\ $G $" $k !# IETF $G $O !" $5 $^ $6 $^ $J J} <0 $, Ds 0F $5 $l $F $$ $k $, !" 7h Dj E* $K Ia 5Z $7 $F $$ $k J} <0 $O $^ $@ L5 $$ !# $3 $l $K $O !" W eb %5 !< %P $J $I !" G’ >Z $9 $k B& $K $* $$ $F !" CA $H $N O" 7H $r <B 8= $9 $k 0Y $N %W %m %0 %i %‘ %b %8 %e !< %k $d %i %$ %V %i %j $N 3+ H/ $N CY $l $, !" 0l $D $N 86 0x $H ;W $o $l $k !# I. <T $i $, Ds 0F $7 $F $$ $k W eb %Y !< %9 $N Ld $$ 9g $o $; %W %m %H %3 %k Ia 5Z $N 0Y $K $O !" K\ 9F $G W eb %5 !< %P $K Ek :\ $7 $? >Z L@ =q M- 8z @- 3N G’ %b %8 %e !< %k $J $I $r 99 $K @v N} $7 !" %5 !< %P $K MF 0W $K AH $_ 9~ $‘ $3 $H $, $G $- $k %W %m %0 %i %‘ %i %$ %V %i %j $H $9 $k $3 $H $, I, MW $K $J $C $F $* $j !" $3 $l $, :# 8e $N =E MW $J 2] Bj $G $" $k $H 9M $( $F $$ $k !# 10

W eb %5 !< %P $K $* $1 $k >Z L@ =q $r MQ $$ $? 0B A4 $J %f !< %6 G’ >Z $N <B 8= M A <U <- K\ 8& 5f $K $" $? $j !" M- 1W $J 0U 8+ $r D: $$ $? G’ >Z <B MQ 2= <B 83 6( 5D 2q (ICA T) !" 9- 0h G’ >Z 5; =Q %? %9 %/ %U %) !< %9 $N %a %s %P !< $K 46 <U $$ $? $7 $^ $9 !# B ;2 9M J8 8% ;2 9M J8 8% [1] I~ It M5 G7 !" ]/ 0f ;0 ;R !" >. NS NI ;j !" 5F CS 9@ L@ : \ %* %s %i %$ %s >Z L@ =q H/ 9T 6I %Q %C %1 !< %8 (ICAP) $N <B Au $H I> 2A ", 1997 G/ 0E 9f $H >p Js %; %- %e %j %F %# !& %7 %s %] %8 %& %‘ ,SCIS’97-8C,(1997) [2] ]/ 0f ;0 ;R !" I~ It M5 G7 !" >. NS NI ;j !" 5F CS 9@ L@ : \ >Z L@ =q H/ 9T 6I 4V $N >Z L@ =q >p Js 6& M- 5! 9= $N @_ 7W ", 1997 G/ 0E 9f $H >p Js %; %- %e %j %F %# !& %7 %s %] %8 %& %‘ ,SCIS’97-8D,(1997) [3] I~ It M5 G7 : \Apac he+SSLea y $r MQ $$ $? !" >Z L@ =q %Y !< %9 $K $h $k G’ >Z 5! G= $N 3h MQ ", G’ >Z <B MQ 2= <B 83 6( 5D 2q !J ICA T !K 9- 0h G’ >Z 5; =Q 8& 5f %? %9 %/ %U %) !< %9 G[ I[ ;q NA ,(1997) (a v ailable ftom h ttp://www.isc.meiji.ac.jp/ ~ hhat/rep ort/clien t auth.txt) [4] I~ It M5 G7 : \SSLea y $H Apac he $K $h $k %; %- %e %" %5 !< %P $N 9= C[ $K $D $$ $F ", G’ >Z <B MQ 2= <B 83 6( 5D 2q (ICA T) !" ’97 Dj Nc 8& 5f 2q , (1997) (a v ailable from h ttp://www.isc.meiji.ac.jp/ ~ hhat/ppt/teirei97 1) [5] H.Kikuc hi, M.Sakurai, Y.Sameshima, H.Hattori : \ Internet Public Key Infr astructur e:Web-b ase d Certi�c ate and CRL R ep ository " , In ternet Draft, (1997) (a v ailable from ftp://rs.in ternic.net/in ternet-drafts/ draft-kikuc hi-w eb-cert-rep ository-00.txt) [6] ]/ 0f ;0 ;R !" I~ It M5 G7 : \moCA <B 83 Js 9p ", WIDE No v em b er’97 8& 5f 2q , (1997) [7] ]/ 0f ;0 ;R !" I~ It M5 G7 : \WIDE %W %m %8 %’ %/ %H $K $* $1 $k CA 1? MQ <B 83 $H 9M ;! ", 1998 G/ 0E 9f $H >p Js %; %- %e %j %F %# !& %7 %s %] %8 %& %‘ ,SCIS’98-3.3B,(1998) [8] M.Sakurai, H.Kikuc hi, H.Hattori, Y.Sameshima, H.Kumagai : \ Web-b ase d Inte gr ate d CA servic es Pr oto c ol, ICAP " In ternet Draft, (1998) (a v ailable from ftp://rs.in ternic.net/in ternet-drafts/ draft- sakurai-pkix-icap-00.txt) [9] M.Sakurai, H.Kikuc hi, H.Hattori, Y.Sameshima, H.Kumagai : \ Web-b ase d Inte gr ate d CA servic es Pr oto c ol, ICAP " In ternet Draft, (1999) (a v ailable from ftp://rs.in ternic.net/in ternet-drafts/ draft- sakurai-pkix-icap-01.txt) [10] L@ <# Bg 3X <B 83 CA : h ttp://www.isc.meiji.ac.jp/ca/index.h tml 11